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Abstract: There is worldwide interest in the potential of open science to increase the quality, impact,
and benefits of science and research. More recently, attention has been focused on aspects such as
transparency, quality, and provenance, particularly in regard to data. For industry, citizens, and
other researchers to participate in the open science agenda, further work needs to be undertaken
to establish trust in research environments. Based on a critical review of the literature, this paper
examines the issue of trust in an open science environment, using virtual laboratories as the focus for
discussion. A trust framework, which has been developed from an end-user perspective, is proposed
as a model for addressing relevant issues within online research data services and tools.
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1. Introduction

Given the global focus on making science more transparent, reproducible, and accessible during
the research process, Open Science has evolved as an umbrella term which covers various movements
designed to remove “barriers to outputs, resources, methods, and tools throughout the research
lifecycle. As such, open access to publications, open research data, open source software, open
collaboration, open peer review, open notebooks, open educational resources, open monographs,
citizen science, or research crowdfunding, fall into the boundaries of Open Science” [1].

Open Science has a high profile internationally principally because it is viewed as having “the
potential to increase the quality, impact and benefits of science . . . by making it more reliable, more
efficient and accurate, better understandable by society and responsive to societal challenges” [2] (p. 3).
The Organisation for Economic Co-operation and Development (OECD) [3] (pp. 18–19) has outlined the
following rationale for/benefits of open science and open data, specifically for research and innovation:
improving efficiency in science, increasing transparency and quality in the research validation process,
speeding the transfer of knowledge, increasing knowledge spillovers to the economy, addressing
global challenges more effectively, and promoting citizens’ engagement in science and research.

In looking specifically at data, the OECD [3] (p. 18) mentions the importance of increasing
both transparency and quality in the research validation process, so as to allow “a greater extent of
replication and validation of scientific results”. Understanding the provenance of data along with
establishing rigour in regard to its management all contribute to the ultimate goal of reproducibility.
The OECD goes on to discuss the quality of data in terms of a framework [4] (p. 8), of which credibility
is a key dimension: “The credibility of data products refers to the confidence that users place in those
products based simply on their image of the data producer, i.e., the brand image. Confidence by users
is built over time. One important aspect is trust in the objectivity of the data”. Nellie Kroes [5], then a
vice-president of the European Commission as well as its digital agenda commissioner, has reinforced
the idea that the world is moving toward a data-driven world in which trust is key. Forrester [6] (p. 10)
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asserts: “In 2017, the basic fabric of trust is at stake as CEOs grapple with how to defend against
escalating, dynamic security and privacy risk”.

Building trust in online systems, however, is not new. According to Beldad et al. [7] (p. 857),
in recent years, “both the academe and the business sector have shown a heightened interest in trust
within the context of the digital environment. Knowing the nature of online trust and its determinants
has become an important goal. This is obvious since online trust is regarded as a crucial factor for
the success of an online enterprise or initiative”. It is crucial because trust is generally assumed to be
“an important precondition” for people’s adoption of electronic services [7] (p. 857).

The rationale for this paper has come from the authors’ desire to apply an overarching approach
to the issue of trust and provenance in data services and was informed by the authors’ involvement in:

• development of data services within their institution that have a public interface. For example,
these include compound libraries, biobanks, health data services (e.g., clinical trials data),
and general institutional research data repositories

• management of a national virtual laboratory for biodiversity and climate change modelling, where
a large percentage of current users come from non-research sectors, e.g., government departments,
Non-Governmental Organizations (NGOs), industry, and international users

• participation in national and international activities around the issue of trust and provenance.
For example, working groups in the Research Data Alliance as well as associated national agencies,
such as the Australian Data Service

• identification of imperatives and opportunities to pursue ICT service model changes, and
• earlier investigation of the impact of tools on the research data lifecycle [8]

In this paper, the authors will examine the issue of trust in an open science environment, using
virtual laboratories (also known as Virtual Research Environments or Science Gateways) as a focus
point. Given the apparent lack of a universally accepted definition of trust as a concept, the authors
have used the following: “Trust is a psychological state comprising the intention to accept vulnerability
based upon positive expectations of the intentions or behavior of another” [9] (p. 395). In the
environment of virtual laboratories and data repositories, typically end-users will not know the
people behind a system, so they will make inferences and assumptions about the people behind the
system through their interactions with that system. This paper proposes a framework to (a) allow the
service owner to determine what is needed to build trust and (b) provide researchers with a method of
assessing what they need to look for in an online service.

2. Methodology

The authors undertook a critical review of the literature on trust as applied to several categories
of online systems to determine a suitable conceptual framework for application in a research data
services setting. According to Webster and Watson [10] (p. xiv), a literature review is appropriate
under a number of circumstances, including the investigation of “an emerging issue that would benefit
from exposure to potential theoretical foundations . . . The author's contribution would arise from
the fresh theoretical foundations proposed in developing a conceptual model”. In their typology of
reviews, Grant and Booth [11] (p. 94) have defined a critical review in terms of several key attributes:
typically narrative and typically resulting in a hypothesis or model. The purpose of this type of review
is to compare and evaluate a number of perspectives.

The review process was based on the following five phases. In phase one, the authors evaluated
the contents of a bibliography compiled as a result of having written a recent journal article [8] on the
implications for institutions, particularly universities, in supporting the increasingly complex tools
which are used in the data lifecycle. Existing publications were reviewed for any specific mention of
trust in relation to data services and tools.

In phase two, the authors expanded their search for additional literature, based on three broad
categories. Firstly, knowledge gained from previous research had highlighted similarities between
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supply chains for physical products and data products. With the increasing need to share data
internationally and for systems to have a higher level of interoperability, the initial literature search
used Google Scholar and was based on terms such as “supply chain”, “supply chain trust”, “supply
chain frameworks”, and “supply chain trust framework”. Secondly, one of the authors’ involvement
with a research project on health information applied to online communities broadened the search
in Google Scholar to include the terms “health information trust” and “online health information”.
Thirdly, the authors examined trust in e-commerce, online marketing, and e-government with particular
emphasis on the end-user’s perspective. Search terms included “trusted online services”, “trusted data
services”, and “trust online data services”.

In phase three, snowball sampling was used to further expand the retrieval of applicable research
content through discussions with colleagues not only within Griffith University but also involved in
national projects to develop virtual research environments. Designed to identify “information-rich
key informants” [12] (p. 176), this technique helped to identify several key papers, including not
only articles but also grey literature, which were ultimately fundamental to the design of the authors’
proposed trust framework. In phase four, feedback as part of the peer review process identified data
repositories as an additional category for review.

The literature examined was limited to the English language; searches were conducted between
January and May 2017. The authors did not exclude any relevant publications based on format. Initially
the search criterion of publication date was limited to content published since 2010, as the authors
concluded that research since that date would produce the latest body of research, given the rapid
growth of online services in the selected categories. Using the above terms, additional searches were
conducted in the Library’s Summon discovery service. All content meeting the search criteria was
downloaded to a shared university network drive and allocated to a folder according to the categories
identified above.

In the fifth phase, the folders were apportioned among the authors, which ensured that the
full-text of the 87 downloaded publications was reviewed in an equitable manner. Regularly scheduled
meetings were used to reach a consensus on which publications would be included within this
critical review.

To explain the framework in a practical context, the authors have used Australian Virtual
Laboratories (VLs) (https://nectar.org.au/labs-and-tools/) as a useful class of data services to provide
examples of how the framework would be applied in a practical setting. These virtual laboratories
(similar to Science Gateways and Virtual Research Environments in other countries) have been
developed, using federal funding, to provide services to a range of research communities. They
have been chosen to explain the framework as VLs typically have three components: data, software
applications/infrastructure, and methods specific to their research community. They are typically
open to any Australian researcher; however, the operators of the VLs may not personally know
either who is using their service or the broader community who could potentially use their service.
Increasingly, the VLs are being used by non-research communities, e.g., industry, government agencies,
and citizen scientists.

3. Literature Review

In examining the literature about trust in online systems, the authors have focused on five main
areas: industry, e-government, e-health, research data, and research data repositories.

3.1. Trust in the Industry Sector

A review of the literature specifically for industry has highlighted that trust is influenced by data.
It appears there are two major categories of interest: supply chains and online retailing. In the first
instance, researchers have focused on supply chain management (SCM), since there is an argument
that “the market focus of competition has evolved from that of competition between individual firms

https://nectar.org.au/labs-and-tools/
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to competition between entire supply chains” [13] (p. 72). The reliance on data—and therefore data
analysis—is seen to be a key to enhancing performance.

Sayogo et al. [14], in looking at a coffee supply chain, have highlighted two particular areas for
further research: information security and trust. Improved trust management, for example, would
address such challenges as: trust by consumers in external certifications of quality; extracting and
combining trusted data from different sources; maintaining appropriate levels of stewardship of data;
and creating mechanisms to ensure data integrity and security. According to Sayogo and Sahay [14,15],
these may have an impact on the level of trust in the relationship between a customer and a supplier.
According to Groth [16], knowing the provenance, i.e., the origin, of data in a supply chain helps
consumers trust the quality of a product. Handfield’s [17] (p. 8) recent research into supply chain
systems concludes that “The system itself must produce data that is trustworthy”.

In the second instance, trust has been identified as a key factor in the adoption of services or
the sale of products from online suppliers. For example, in evaluating the importance of ratings
information as part of a marketing strategy, Flanagin et al. [18] (p. 5) found that consumers were
“somewhat ambivalent about whether to trust ratings and reviews”. In a study of online banking,
Oly Ndubisi and Kok Wah [19] (p. 542) state, “The results show that five key dimensions, namely:
competence, communication, conflict handling, trust, and relationship quality, discriminate between
customers in terms of perceived relationship quality and customer satisfaction.”

There would seem to be a third category not well covered in the literature: companies selling data
products online (e.g., services selling real estate reports on houses for sale). In these instances, issues
such as data provenance and the perceived credibility of the organization are important aspects of
establishing trust in the service.

3.2. Trust in the E-Government and E-Health Sectors

Trust, says Beldad et al. [7] (p. 857), is also an important factor in the adoption of e-government
and e-health services. Arnold [20] (p. 140) mentions the “trust problem” in regard to integrating
crowdsourced and authoritative government data. The UK government [21], in its proposed
implementation of distributed ledger technology, has based its model on two key requirements:
trust and interoperability. Macpherson [22] (p. 3), in his report on the analytical models that inform
UK government policy, has made recommendations based on the fact that “The objective has been to
ensure all models are of sufficiently high quality, and that their end users—Ministers and, ultimately,
the public—can place their trust in them”. Researchers, of course, contribute outputs that are used in
government decision-making, e.g., policy development.

Landry et al. [23] have examined the use of open data internationally to help build urban resilience,
i.e., the ability for all entities within a city to adapt to chronic and acute stressors. Key aspects are
centred around trust: trusting people to make their own choices, trusted networks, trusted data sharing,
and trust and reciprocity between communities.

In its report on the use of data in Australia [24] (p. 2), the Productivity Commission has concluded
that “Lack of trust by both data custodians and users in existing data access processes and protections
and numerous hurdles to sharing and releasing data are choking the use and value of Australia’s data.
In fact, improving trust community-wide is a key objective”. The Commission [24] (p. 5) highlights
the health sector as exemplifying many of the opportunities widely available to use data more widely,
but “to date largely foregone, due to impediments and distrust around data use” (p. 5).

Sillence et al. [25] have reported on issues associated with trust in online health information.
In examining success factors for moving health promotion communities online, Sunderland et al. [26]
have noted that security and trust are particularly important to health communities, and that in
designing online communities to match community needs, these two concepts need to be incorporated
from the beginning. Khosrowjerdi [27] (p. 189) has reinforced that “access to and trust in accountable
online information is vital in the health domain”.
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3.3. Trust in Research Data

In establishing the basic principles which form the “Vienna Principles” for scholarly
communication [28], the authors have said, in regard to quality assurance, that transparent and
competent reviewing “safeguards research discoveries, ensuring that results can be trusted and built
upon”. However, Yoon [29] highlights that unlike scholarly outputs, such as journals and publications
which have established peer review systems to validate scholarly outcomes, a similar process for data
has not yet been established as a norm in data-sharing and reuse.

This is reinforced by Koeser’s [30] (p. 376) assertion that “researchers effectively trust the work
of others anytime they use software tools or custom software”, despite the fact that “software is
inherently flawed and limited”. Symons and Horner [31] note that our confidence or trust in the
output of a system is likely to be higher when we believe the system itself to be reliable. Reliability
in software is the “probability that software will work properly in a specified environment and for
a given time [32].

Proprietary software, while somewhat opaque to researchers, traditionally follows a centralised
model, with updates to software code occurring only by core developers and reputation and reliability
established by association with a commercial organisation. With the adoption of open (OSS) source
software it was necessary to establish a new version control system [33]. In the OSS distributed
model of version control, each contributor can act as a developer and may merge the work of other
developers into their existing repository and publish and share updated versions. Many open source
software projects and platforms have an accreditation process to verify the qualifications of candidate
developers before contributions are accepted [34]. With researchers now heavily dependent on software
to analyse and, at times produce, research data, establishing reliability and trust of software systems
is critical. Bryant et al. [35] stated that insights obtained from computational methods would not be
available without the use of software based data analytics. Software based computational models are
also facilitating new research into topics where ethical or practical barriers would otherwise create
restrictions [31].

One of the key elements in supporting big data, according to Demchenko et al. [36] (p. 50),
is veracity. They have defined key aspects which need to be addressed to ensure data veracity, with
trust figuring quite prominently:

• integrity of data and linked data (e.g., for complex hierarchical data, distributed data)
• data authenticity and (trusted) origin
• identification of both data and source
• computer and storage platform trustworthiness
• availability and timeliness
• accountability and reputation

This echoes the work of Wallis et al. [37] (p. 380), which has examined the criteria for “users to
trust and interpret the data in scientific digital libraries”. In a recent publication, Borgman et al. [38]
have described the outcomes from a project which explored the ability of the so-called “long tail”
of researchers, as exemplified by small and medium sized laboratories (SMLs), to manage their
data. The results highlight the challenges of this target population in addressing the types of criteria
mentioned by Demchenko and Wallis.

According to Galletta [39], given that “20 per cent of academic papers on gene research that are
based on data collated in Excel spreadsheets have errors”, there is a need for a monitoring and control
framework, which could be applied to spreadsheets and other large files. End users need to be able to
trust the accuracy, reliability, integrity, availability, and authenticity of data.

3.4. Trust in Research Data Repositories

In their article on the use of certification to establish the trustworthiness of digital repositories,
Yakel et al. [40] (p. 154) make the important point that: “Trust in the repository is a separate and distinct
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factor from trust in the data”. Using the International Organization for Standardization (ISO) standard
for Trustworthy Repositories Audit and Certification (TRAC) along with a review of the literature on
both management and information systems, the authors conclude that there are two components which
comprise trust and are necessary for a repository to be deemed trustworthy: trustworthy actions by
repositories and trust by the stakeholders (p. 144). As a corollary, a potentially complex but important
action is to understand how stakeholders construct/define trust, because this will ultimately underpin
efforts to influence their trust in repositories.

For her part, Yoon [41] (p. 17) indicates that, in her survey, data repository users based their
definition of trust largely on a “lack of deception”. Specifically, they were influenced by data validity
(or accuracy) and their perception of the “integrity” of the repository. That is, their level of understanding
of the breadth of roles of repositories influenced their degree of trust in specific repositories. Similarly
to Yakel et al., Yoon suggests that trust in data may not be related to trust in repositories.

Fear and Donaldson [42] have examined how proteomic researchers, interacting with data from
ProteomeCommons.org, determine credibility, i.e., trustworthiness and expertise, in the context of
a large, online data repository. The authors found that not only provenance metadata but also
disciplinary norms play an important role in influencing the assessment of credibility. As with
the other two studies, Fear and Donaldson have highlighted the importance of understanding the
users’/stakeholders’ perspective.

Data sharing, suggested by Nosek et al. [43], is a strong incentive for authors to make their data
available openly via trusted repositories. Examples include Dataverse, Dryad, the Interuniversity
Consortium for Political and Social Research (ICPSR), and the Open Science Framework (OSF). At the
same time, a major impediment to data publishing is the cost incurred in actually establishing a
trustworthy repository which both archives and makes accessible the data [44].

At the international level, there are a number of special interest groups within the Research
Data Alliance (https://www.rd-alliance.org/) which focus on repositories. In particular, the purpose
of the Preservation e-Infrastructure IG is “to reach wide agreement on the e-Infrastructure services
which are needed to help repositories to preserve their data holdings, to ensure the interoperability
of service implementations, and to build trust of service providers”. The International Organization
for Standardization (RDA/WDS) Certification of Digital Repositories IG promotes certification as it is
“fundamental in guaranteeing the trustworthiness of digital repositories and thus in sustaining the
opportunities for long-term data sharing”.

3.5. Trust Frameworks

Rousseau et al. [9] introduced a three dimensional framework for the analysis of trust. In the
first dimension lies the propensity of individuals to trust. The second covers the facets of trustworthy
behaviour and is grounded in an evaluation of people’s ability, integrity, and benevolence. The third
dimension is defined by levels of trust development achieved and builds along a continuum of
hierarchical and sequential stages such that, as trust grows to higher levels, it becomes stronger and
more resilient and changes in character.

Selnes [45] (p. 311) introduced a four-part model, in which “Competence and communication
are proposed to drive trust, whereas communication, commitment, and conflict handling drives
satisfaction”. This model was subsequently expanded by Morris and Hunt [46] to include a fifth
component: culture.

Having compared various definitions of trust across research disciplines, Handfield [47] (p. 1)
asserted that trust could be grouped into six “conceptual paradigms”: reliability, competence, goodwill
(openness and benevolence), vulnerability, loyalty, and multiple forms of trust (as defined by cognitive
trust and affective faith trust). Gefen and Straub [48] (p. 408) discussed trust as “an interpersonal determinant
of behavior that deals with beliefs about . . . integrity, benevolence, ability, and predictability.” In an
online context, they focus on four attributes of what they call “e-Trust”: integrity, benevolence, ability,
and predictability.

https://www.rd-alliance.org/
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Tan et al. [49] (p. 2) identified three trustworthiness factors as “trust-inducing antecedents”
specifically in relation to websites; however, the following are equally applicable more generally to
online systems and services:

• Ability: Degree to which an individual customer believes that the website has the ability, skills,
and expertise to perform effectively in specific domains

• Benevolence: Degree to which an individual customer believes that the website cares about
him/her and acts in his/her interests, and

• Integrity: Degree to which an individual customer believes that the website adheres to a set of
principles that he/she finds acceptable

In a conference presentation in 2015 on spatial data, Arnold [50] reinforced the desirability for
what he referred to as “trust models”, particularly in regard to accepting crowdsourced data. For his
part, Khosrowjerdi [27] has reported on 12 theory-driven models of trust specifically in the online health
context, the results of which have highlighted the complexity of health information-seeking behaviour.

Although not strictly a “trust framework”, the work undertaken by McIntosh et al. [51] in the
area of reproducibility of biomedical research offers a good example of emerging discipline-specific
“checklists”/standard processes, which could fit under a trust model. The Repeatability Assessment
Tool (RepeAT) Framework is made up of a range of variables classified according to five major
categories: research design and aim; database and data collection methods; data mining and data
cleaning; data analysis; and data sharing and documentation. The ultimate goal is to identify practices
which, when adopted by researchers, address concerns (lack of trust) regarding the reliability and
verifiability of biomedical research outputs.

The review of the literature has identified a number of trust models applied to the non-research
sector; however, no trust model or framework was found that had been applied specifically to online
research data services/tools. This paper addresses that gap.

4. Proposed Trust Framework for Online Research Services

From the review of the literature, the authors felt that the model proposed by Morris and Hunt [46]
was the one most suited for the online research data environments, particularly because it had been
applied specifically to a research environment, i.e., university-industry research collaboration. Based
on the four determinants introduced by Selnes [45], Morris and Hunt added a fifth determinant: culture.
Culture is seen as an additional critical element not only in an open science environment but also
to accommodate an increasingly diverse range of stakeholders. Therefore, the framework proposed
below is comprised of those five determinants to establish trust, as the basis on which research service
owners need to focus. These determinants are: competence, conflict handling, communications, culture,
and commitment.

The above framework addresses the trust issue from the point of view of the end-user. This is
deliberate. In the online environment, it is the end-user who must be satisfied that their expectations
are being met before they will trust the service. What they see on the online service website, plus the
subsequent experience, will determine their level of trust in the service. This paper focuses on the
research environment, in which the end-user is predominantly a researcher, while recognising that
increasingly that end-user could be an industry user, student, librarian, or other support staff member
attempting to determine whether the service would/should be used.

These determinants are discussed in detail in the following sections. The proposed framework
is applicable for all online research tools/services. In particular, this paper is most interested in the
applicability for tools/services that deliver data products of some nature.

As discussed earlier, the authors have used Australian Virtual Laboratories (VLs) to help explain
the model and its application by providing examples, where appropriate, in the following sections.

Similar to many commercial services, e.g., Amazon, one objective of the VLs should be to build
an ongoing relationship with users. This is relevant in research, for reasons such as:
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(a) The service owners rely directly or indirectly on the end-users to help attract further funding
(e.g., grants);

(b) The numbers of users are an indication of uptake to demonstrate a return on investment; and
(c) The end-user community is the source of knowledge with which to further develop the product.

Many research services are on the upward side of the maturity curve [52] and need further
development and innovation.

One core objective of a trust framework is to build trusted relationships. To establish trust through
these five determinants, the literature has also highlighted a number of aspects that service owners
need to take into account when applying the framework to their own circumstances. Using the virtual
laboratories as a class of data services, system owners will respond to meet the expectations in the five
determinants through strategies to improve provenance, quality, governance, rigor, and maturity of
the service. These strategic responses are common to most organisations selling services and products
online or, for that matter, internal groups providing internal enterprise systems services.

In the sections below, each determinant of the framework is explained. A range of applicable
strategies have been identified in parentheses.

4.1. Competence

In essence, building trust through perceptions about competence is addressed by providing
evidence to give the end-user confidence that the service provider can do what they promise, in the
absence of any previous personal direct experience with the service or the people behind the service.
While transparency and openness are key attributes of Open Science, they have to be complemented
by a “QA” or review process to demonstrate competence. In the context of a VL, this could be achieved
in several ways:

• information available about governance, such as objectives, development plan, partnerships,
governance structure (governance, maturity, rigor);

• documented evidence on sources of methods, data, and tools (quality, rigor);
• documented levels of service provided to end-users (quality, maturity, rigor);
• evidence of quality in processes in their development and support, and processes to ensure data

quality (quality, maturity, rigor);
• citeability of data, tools, and methods used for reproducibility purposes (quality, rigor);
• evidence of peer review processes for methods and data quality (quality, rigor);
• if it is a federated system, evidence on how the inter-organisational processes and governance

operates (quality, provenance, governance);
• evidence of best practices, e.g., ISO standards, conventions, etc. (quality, maturity, rigor); and
• evidence of security, privacy, and other legal compliances (maturity, rigor).

4.2. Culture

Culture has specific relevance in the research environment. The culture of the organisation
providing the service has to align with the expectations of the various stakeholders, including end-users.
If the end-user perceives that the culture of the service provider and its underpinning partners do
not align with their own expectations, this may make it more difficult to build trust. An organisation
with a strong for-profit culture may find it difficult to build trust among end-users in a not-for-profit
community. Similarly, a service provider regarded as unapproachable might find it difficult to build
trust. Phan et al. [53] write about benevolent trust, where each partner must exhibit a behavioural
tendency toward helping and supporting the other partner, a tendency to promote and seek closeness
with the other partner by encouraging sharing, understanding, mutual interest, and openness. Research
institutions and universities have a benevolent level of trust inbuilt because of their inherent mission.
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In the current environment, openness and transparency are a critical part of the process in building
trust and will need to be demonstrated by the service provider.

An example of the impact of perceptions about culture would be to compare end-users’
expectations about the collaborative nature of a medical research institution versus a commercial
for-profit organisation, such as a health insurance company. In the context of the VL environment
servicing a specific community, this may be achieved through emphasising characteristics such as:

• publishing how feedback is collected and incorporated into future development (governance, quality);
• published mission/vision and/or objectives (maturity, quality);
• holding workshops and webinars targeting specific end-user application problems (maturity);
• publishing user-stories (maturity, rigor);
• demonstrating the professionalism of the team and their roles, e.g., scientific, IT, and other key

stakeholders (quality, maturity, rigor);
• demonstrating open science characteristics and transparency of operations (governance, rigor,

maturity); and
• highlighting any partnerships with existing, recognisable, trusted organisations (maturity,

rigor, quality).

4.3. Commitment

Commitment has been identified as a key characteristic in building trusting relationships. In its
basic sense, the two parties expect each other to be committed to what they have in common [45].
From an end-user’s perception, their satisfaction levels are determined by how well the service meets
their needs. In the absence of any personal connection, the online service provider will need to show
that commitment through the website. This can be shown through evidence such as:

• the robustness of the products offered, such as uptime/downtime, bug fixes, quality of the product
(maturity, quality, rigor);

• documented terms of service (maturity, governance);
• documented agreements between partners who provide the service and its various components,

such as data providers, researchers’ institutions providing the discipline know-how, and the
application developer/maintenance (maturity, governance);

• the maturity or quality of the institutions involved (e.g., is the service managed through project
funds or managed by an organisation that has longevity) (maturity, governance); and

• the lived experience of the user.

4.4. Conflict Resolution

Conflict resolution is crucial for maintaining a good trusting relationship. It could arise from
different perceptions and expectations about goals or levels of services through to system failures
or simple system faults. These can be destructive, if not handled correctly. Conversely, Selnes [45]
(p. 310) notes that “total suppression of conflict can result in a relationship that loses vitality and
does not develop into a more fruitful cooperation”. Gundlach and Murphy [54] also highlighted that
purchasers of products have an expectation that the service owner has obligations for any unforeseen
and unplanned events that may not have been specifically covered in any contracts or agreements for
services. This goes beyond resolving known conflicts. It is the service provider’s ability to minimize the
negative impacts of not only actual conflicts but also potential conflicts before they become problems.
In the commercial world, the vendor may just provide a refund or replace the product. The way a
service provider handles conflict can directly impact satisfaction and consequently the level of trust
in the service. In the context of the research environment and VLs, this becomes a more interesting
problem to solve. Suggested examples of how to build trust through this element would be:
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• help desk services in place with documented response and escalation levels (maturity, governance);
• use of peer support in cases of user error (maturity);
• outage and known problem listed (governance, maturity);
• evidence of community testing or alpha and beta releases of new functionality to obtain feedback

to pre-empt problems (maturity, rigor);
• whether the end-user license agreements/service levels specify commitment and processes in the

case of conflict (maturity, governance);
• evidence of reporting conflicts and problems to the governance groups (maturity, governance); and
• transparency about how known problems are being addressed or, in some cases, not being

addressed with reasons (maturity, governance).

4.5. Communication

Communication between the service provider and the end-user is critical and it needs to happen
at all levels. A simple example is communication on transactions which, in the commercial world,
could be a communication that your order has been placed, another once it is shipped, and another
when it arrives, etc. Communication is an important source of satisfaction, which is also a determinant
of trust, i.e., the more one is satisfied with the service, the more the service owner is trusted [45].

In the research environment, it is even more critical to develop transparency and openness.
Because language is so imperfect and the range of potential users of some services is broad, an open
dialogue is often a necessity in addition to static information on online systems. This open dialogue is
essential for developing and preserving a shared understanding of the relationship and thus preserves
trust [55]. Increasingly, as applications become more mobile and communication channels become
more dynamic, service providers need to use these more dynamic channels to communicate with their
community. User expectations about responsiveness are becoming more real-time.

Research environments offer one more twist in that they are increasingly becoming more federated.
For example, an online service for researchers may provide data supplied from a partner, as well as
utilise tools and methods from elsewhere through web services. In these instances, there needs to be
effective and open communication between these partners.

In the context of VLs, communication may be addressed through:

• In its simplest form, good communication through a transaction cycle, e.g., email updates on the
progress of experiments or requests made (quality, rigor);

• An online interface that openly and easily provides evidence, as required (governance, maturity);
• Newsletters/blogs on usage, development plans, user stories, chat windows, etc., that promote

an open dialogue with end-users (maturity, quality);
• Publishing of all provenance information about data, tools, and methods and, if necessary,

documentation as to how it was determined (provenance, rigor);
• If a federated system, reporting on usage and performance backwards and forwards among key

partners in the system (governance, rigor and maturity);
• Is it clear which organisations are backing the service, e.g., reputation/branding (maturity,

governance); and
• Communicating a continuous improvement cycle through end-user feedback (quality, commitment).

The example responses above in one determinant have overlap in another. Some of the examples
are useful to build trust across several determinants, e.g., adherence to an international convention
may not only establish commitment but also is useful to build trust around the culture. As a system
owner responds by implementing strategies to develop trust, momentum builds as early efforts can
have a compound effect over time. For example, involving the right partners early can help establish
the commitment to the service, and leveraging the “brand” of those partners can help establish the
service “brand”.
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4.6. Perception of Risk

In the research environment, not all tools or services need a high level of trust, as, in some
cases, fit-for-purpose is a more practical response because of the low risk. However, perceived risk
can directly impact on consumers’ attitudes and intentions towards the use of technology based
services [56]. Where consumers perceive risk to be high, establishing trust is essential to reducing the
level of risk perceived [57]. A determination of how much effort and resources will be required to
address the problem can only be developed by looking at the risk profile of the system from both the
system owner’s point of view and the end-user’s point of view. Trust in the service is often dependent
on whether the one who is trusting believes there are impersonal and institutional structures in place
to ensure the success of a transaction [58]. To assess the risk, service owners can use well established
risk management approaches, which are used by most mature organisations.

Online research environments, however, potentially have a diverse user community, ranging
from users from government, industry, and non-government organisations to individual researchers,
students, citizen scientists, and members of the public (across all age groups and nationalities). Zhu and
Chang [59] identified that, unlike physical goods, consumers struggle to form an accurate assessment
of technology-based services. Risk perception is also influenced by factors specific to the online
environment, such as the fear of unauthorised access to systems and data security and loss [60].

While a service owner may apply established organisational risk management approaches to
determine the level of effort, it is worth remembering that end-users perceive the risks in different
ways and apply different value propositions. End-users’ assessments of an online service’s risk of
usage include a perceived usefulness and perceived ease-of-use element, as well as a social influence
factor [61]. Hengstler et al. [57] found that communication was more effective in reducing the level of
perceived risk when translated for different target groups and when the application and purpose of
technology was explained. Many authors highlight the relationship between trust, satisfaction, and
perceived risk [62]. Kim and Lennon [63] have identified a link between reputation and website quality
as a contributor to reducing perceived risk and eliciting positive emotion, which eventually leads to
purchase intention.

Martin et al. [64] highlight the importance of establishing trust and satisfaction in online shopping
to reduce perceived risks, particularly amongst infrequent users. They also recommend two e-retail
strategies: (a) develop risk reduction strategies, such as improving conflict handling processes, and
(b) target satisfaction building activities built into the site to positively influence affective experience
states, e.g., ease-of-use, personalisation/customisation, connectedness, aesthetics, and improving
perceived benefits. Fethermann and Pavlou [65] also highlighted that end-users will tolerate higher
levels of risk if they perceive that they have a level of control over the environment (e.g., advising
users of the level of security and privacy in-built into the system and advice on how the end-user
can use the system securely). In addition, Kim and Lennon [63] noted that online retailers should
incorporate online features that reduce consumers’ perceived risk of shopping on the web site by
enhancing customer service, providing adequate product and security information, and building
a reputation of a reliable company.

These additional factors around risk reduction and satisfaction building should be considered in
developing a response to the trust framework. Given the importance of the end-users’ perceptions in
developing trust, the communication determinant in the trust framework becomes an important focus
in building relationships with end-users. Also noted is the impact of social influence on end-users’
perceived risk level. For example, testimonials from peers could have a positive effect on perceived
usage [66]. In light of perceptions about risk in an online environment, service owners should reflect
on priorities about which cohort of end-users the planned response should target first.

5. Discussion

Building a trusted service does not happen overnight and requires time, a plan and, typically,
resources for ongoing operations. For services to have a high level of trust, they must be sustainable
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operations. As services such as VLs scale up to service large communities, they will need staff to
provide support and administrative functions around the system, not unlike typical enterprise systems
or online shopping sites. Jisc [67] has discussed this in considerable detail in its guide on implementing
a virtual research environment. In addition, as the previous discussion shows, efforts can have a
compound effect across the determinants; so, early efforts may pay dividends further down the track.

The above framework in Figure 1 can be used for several practical purposes by several
stakeholder groups:

• Funders can use it to determine how much effort and resources are required to build the required
level of trust in the relevant services;

• Researchers and other end-users can use it to determine whether they will use the service; and
• Support and outreach staff can use it as a guide to provide advice to their researcher (and other

end-user) cohorts. In a university, this is somewhat similar to services already being provided by
librarians in regard to resources to determine literature and journal quality.

The limitation of the framework is that it has broad application and is not prescriptive, as the
application of the framework needs to be designed to address each specific service on a case-by-case
basis. The governance group of a research service needs to determine the appropriate level of response.
This is because the members have the specific knowledge required to apply the framework to their
particular environment. In the case of the VLs, it would be expected that responses would need to
be developed as part of a multi-year plan because of resource commitments and the time required to
develop additional processes.

While the discussion has focused on VLs, the proposed framework is applicable to any online
research tool used by researchers. For example, Kramer and Bosman [68] have extensively researched
the use of tools by researchers and have identified over 600. Over 70% of these tools are single phase
tools in the research data lifecycle. The percentage of new, single use tools in the last four years is close
to 80% [8]. The proposed framework would also be useful in these cases.
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This framework has been developed from an end-user’s perspective and is based on the large
amount of literature on the topic of the use of online services in industry and government. The next
step would be to apply this framework to an existing service as a case study of its practical application,
commencing with the development of a trust plan. The discussion has also highlighted the key role
that the online environment plays in building trust both in content and design. An additional factor is
the need for ongoing resources to support engagement as user expectations become more “real time”
in nature.

Tackling the issue of building trusted services has many side-benefits, as it also addresses other
topical issues, such as developing rigor into science, reproducibility, open science more broadly,
and good governance.

6. Conclusions

For industry, citizens, and other researchers to participate in the open science agenda, further
work needs to be undertaken to establish trust in research environments. This is especially critical to
those online services delivering data products. As this paper shows, developing trust and a trusted
relationship with end-users takes time and effort. This needs to be recognised by both funders and
service owner governance bodies when committing resources and setting priorities.

This paper has also highlighted the need for service owners to understand the perceptions and
characteristics of their end-user cohorts when developing their plan using the trust framework.

Further study is needed on understanding the relationship between trust, risk, satisfaction,
perceived ease of use, and perceived user benefits between the different cohort user groups in specific
research domains to assist in development strategies of online research services (e.g., population health,
genomics). This is essential if research communities are planning to increase industry and citizen
uptake of their data product as well as broaden the research user community across disciplines.
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